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In this paper operational risk are considered from a purely business or profitability point of 
view. We show for quantifiable operational risk that the three basic figures for profitability 
management - value, costs and risks  - can be modelled such that an integrative point of view 
on profitability on the value chain is possible.  We then specify the  general dynamic and 
stochastic model and consider an IT-network case study. The case study shows how 
neglecting the operational risk dependence structure or the that counter-measures will be 
taken once an operational risk event arises distort the profitability of the network. The 
distortion can be due to inappropriate risk figures, to exaggerated or underestimated costs or 
to both of them. 
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In June 1999 the Basel Committee on Banking Supervision (the Committee) released its consultative 

document "The New Basel Capital Accord" in which a regulatory capital charge to cover RWKHU�ULVNV�

was proposed. Operational risk is one such RWKHU�ULVN. Since the release of this document the financial 

industry and the regulatory authorities have been engaged in vigorous and recurring discussions. In the 

meantime, the Committee released two further documents (BIS (2001, 2003)). Even with the third 

consultative document, however, the "Philosopher’s Stone" concerning operational risk has not yet 

been found. For example, three out of the four approaches are not risk sensitive and, therefore, the 

figures derived are of no use to manage operational risk. Further, the only risk sensitive methodology, 

the so-called advanced measurement approaches, is not specified within the Basel documents but 

largely left to the financial industry to be defined. By and large, no risk sensitive instruments have 

been offered by the Committee to the financial industry to calculate their operational risk exposures. 

This stands in contrast to the credit and market risk, where the Committee has provided such 

instruments in the past.  

 

Indeed, the momentum in the development of operational risk methodologies shifted more and more to 

the financial industry. Some US regulatory authorities recently even clearly states that the lead in 

research and implementation of operational risk should be on the banking industry’s side. Why has the 

Committee failed in the last years to develop a risk sensitive operational risk approach?  

 

Possibly the Committee underestimated the difficulties to develop a meaningful quantitative approach 

based on their definition and formulated sound practices. We will show below that indeed operational 

risk is not a simple copy-and-past exercise of successful approaches used for credit and market risk. 

Besides, we will address a question often raised by practitioners and so far unanswered by the 

Committee. This question is ":K\�does it pay to care about operational risk differently than in the 

past?” A possible reason for such a methodological change could be that the risks increased in the last 

years due to the surge of highly integrated systems and the emergence of banks as very large-volume 

service providers and the former instruments failed to cope with this fact appropriately. From our 

point of view, however, there is no predominant evidence supporting this explanation3. We, however, 

argue that independent of any increase in operational risk exposure and irrespective of a regulatory 

                                                 
3 There seems to be modest increase in operational risk losses in the last years. But given the importance the 
topic attracts, this increase is more likely a biased perception than an evidence for a true increase in operational 
risk. 



framework, there are economic reasons to consider operational risk in a different way in the future. 

Our contribution leaves the regulator’s point of view on operational risk and starts looking at the issue 

from a purely business-oriented perspective. The discussion will therefore be about profitability and 

not about regulation.  

�

7KH�(FRQRPLFV�RI�2SHUDWLRQDO�5LVN�

A possible rational for the existence of banks is their ability to meet the demands of the society for risk 

transformation. By offering risk transformation services banks earn money. Products within the classic 

risk categories like market and credit risk provide these risk transformation services and generate the 

banks’ income. But what makes the management of operational risk profitable? To precisely specify 

this question, we loosely define operational risk at this point as the risk a bank faces in producing 

goods and services for its clients. According to this definition, the bank itself is demanding for risk 

transformation. This means that operational risk is mostly a risk factor arising in intra-institutional 

activities. Exceptions are heavy operational risk losses, where the bank’s reputation will be affected. In 

such a case, the operational risk event exhibits externalities. Figure 1 illustrates the operational, market 

and credit risk for a value chain4. It also shows that there is an internal market for operational risk 

whereas the market for credit and market risk is external.  

 

The reason that the bank itself asks for risk transformation lays in the role that operational risk as 

major risk factor plays for the profitability of banks. This means nothing else that redundant, 

inefficient, faulty or belated production of the goods and services decrease the profitability. However, 

why should a financial institution care about these issues in a different way than it did since ever?  

 

                                                 
4 Broadly speaking, value chains address business processes for planning, design, production, marketing and 
delivery of the bank’s products and services. 
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To address this point, we have to consider a second factor enhancing profitability, which is product 

innovation. Since profitability depends on earnings, costs and risks, we next consider these three 

components.  The earnings are gained with products and they carry innovation risk. Costs, however, 

occur in the process and are characterized by operational risk. The reason why a bank should consider 

operational risk differently than in the past is because of the convergence of banks in innovation and 

hence in the products they sell to their clients today. As an example fixed mortgages offered by banks 

are all similar today. Furthermore, the margin and fees of many products are under stress.  Therefore, 

an increase in profitability or the ability to compete will not be made with products (the end of the 

value chain) but with the process (the “how-side” of the value chain). 

 

Is there potential on the bank’s operational side, which can be significantly transformed into an 

operational excellence? Although banks continuously improved their process efficiency, they have not 

yet reached the level of efficiency of, for example, the automobile industry. Can banks reach this level 

or is banking simply different than producing cars? From our point of view, no fundamental difference 

is given in producing and administrating the goods and services in both industries. The crucial 

difference, however, arises in the customer relationships, where a completely different information 

structure than in the automobile industry defines what is commonly understood by banking.  

�
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By modelling operational risk from a business point of view, the first questions we address are: 

• What is the scope? 

• What will be the best methodology to meet the scope? 

 

The scope is defined by ranking the different value chains, whereby the focus should be on the most 

important value chains. To values, two other characteristics, the all-in costs and the operational risks 

are attributed. The methodology for attributing the risk figure, i.e. operational risk, is then analyzed.   

There, the methodologies vary from quantitative to qualitative approaches or even verbal descriptions 

of the risks.  

 

In this paper, we concentrate on quantifiable operational risk only. For value chains where quantitative 

risk figures can be assessed, we end up with a risk-adjusted return on investment (RAROI) measure of 

profitability. To set up such a quantitative operational risk model, the following different steps are 

discussed in the sequel: 

• Definition of operational risky assets 

• Model frameworks 



• Calibration and data issues 

 

In our subsequent exposition we will be sketchy in the formalism and, instead, stress the intuition. The 

reader interested in the formal approach is referred to Ebnöther, Leippold and Vanini (2003) (ELV). 

 

Operational Risk Assets 

A indispensable requirement for quantitative risk assessment is that well-defined operational risk 

assets exist. Else risk can possibly approximately measured but certainly cannot be efficiently 

managed. Therefore, business activities or processes generating the value chain need to be modelled in 

a quantifiable manner. A mathematical toolkit serving this purpose is provided by graph theory. In all 

its abstraction, a graph G is a pair of sets, =�and 9, where every element of 9 is a two-member set 

whose members are elements of =, for example = = {D, E, F}, 9 = {{D, E}, {D, F}}. More intuitively, a 

graph is a collection of nodes and of edges connecting the nodes (see Figure 2). Sometimes, we also 

use the term “states” for nodes. Preferably, processes and value chains are modelled as a collection of 

GLUHFWHG�JUDSKV, where each edge can be traversed in only one direction. In the context of IT networks, 

we henceforth call the set of all graphs G1 , G2 , … , Gn  a QHWZRUN� 

 

The nodes, which represent a machine or a person, are the carriers of the actions or decisions in the 

business activities. The effect of the actions, which defines the performance, is then attributed to the 

outgoing edges of the respective node. In our graphs, we allow for self-loops and multiple edges.   

Self-loops represent for example control processes. Since information flows into just one direction, the 

edges of the graph are directed. 

 

Given this skeleton, we next attach risk information to the graphs. As the nodes represent either a 

machine or an individual performing an action, we assume that they are in one of the three possible 

states: in a running, down or in an intermediate state. We therefore model the RSHUDWLRQDO�ULVN�QRGHV 

ni,j(t)  as stochastic processes, where ni,j(t) is a random variable with values in [0,1] at time t which can 
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either be continuous or discrete. The variable ni,j(t)  represents the functioning or malfunctioning status 

of the node j in the graph i. The randomness of the nodes is due to the risk factors X affecting them. 

 

Examples of risk factors are system failure, theft, fraud and human error. Figure 3 shows the 

relationship between the directed graphs and the risk factors. It follows that the operational risk assets 

can be considered as a two-layer object. The first layer represents the graph for the business activities. 

The second layer collects the risk factors affecting the nodes. As it follows from Figure 3, a single risk 

factor can simultaneously influence several nodes, yielding non-trivial dependence structure. From a 

business point of view, the two layers possess qualitatively different characteristics. While the risk 

profile will be measured on the graph level, risk management typically touches the risk factor level 

since eventually the causes, not the symptoms, have to be managed. This is a different situation 

compared to market or credit risk models, where the sources of risk are taken as given and are not 

affected by the management of risk.  

 

Three important issues regarding assets will not be considered in the subsequent analysis. Firstly we 

do not take into account the fact that more than one input generally is needed to produce an output. To 

consider this fact would mean to go deeper into the graph theory. Secondly, we left nodes unspecified 

apart from their risk factor dependence. The appropriate level of modelling the nodes, i.e. the 

attribution of costs for example or the splitting of nodes into different software packages is important 

for practical implementation but is not essential to understand the logic of our approach. Finally, the 

edges are perfect. This means that we do not discuss capacity problems of the links for example.  

 

Model Frameworks 

There are many different approaches to quantitative operational risk. Since we strongly belief that 

operational risk adds value only if it is related to the important processes of a bank not only pure 
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statistic dependence among the risk factors but also workflow or topological dependence matters. 

Following Kühn and Neu (2002), we call such models functional dependence models. More precisely, 

functional dependence models make explicit the asset structure whereas pure statistical model, in our 

definition, reduces the operational risk assets to point objects. For pure statistical models, we refer the 

reader to e.g. Embrechts et al. (2002). 

 

Within the class of functional models, different approaches can be imagined and some of them have 

been worked out. The approach we sketch below is from Ebnöther, Leippold and Vanini (2003) 

(ELV). Their setup, based on a stochastic dynamical system approach, is very flexible and general. In 

particular, the functional model of Kühn and Neu (2002) can be obtained as special case. The 

dynamics of the node j in graph i, i.e. ni,j (t), is assumed to follow the stochastic differential equation 

 

j,ij,ij,ii j,i j,i j, (t))dZ�Q dt  )(t) (nT  (t))b(n( (t))a(n (t)dn +−=  , 

 

with initial value ni,j (0)=0, i.e. the system is running perfectly at time zero.  The network dynamics is 

a coupled system of mean-return type stochastic equations. The terms are defined as follows and 

capture the following intuitions: 

• The term (t))(n T ij, models the dependence of the node j on the surrounding nodes that affect 

the functioning of j. The simplest dependence structure used in Kühn and Neu (2002) is of the 

form 

∑
∈

=
jAk

mk,kj,j,i (t)n  )(t) (nT  , 

with Aj the neighbourhood of nodes of j which affect the performance of j and kj, , the 

coupling or infection strength between the nodes j and k. It follows that if all neighbourhood 

systems are running, i.e. all n’s are equal to zero, the state of the system under consideration is 

not affected by its neighbourhood. However, it is common in IT networks to mirror sensitive 

systems. Such a mirroring reflects in a quadratic T-expression such that the system is affected 

only if both surrounding systems are down. 

• The difference between the functions b and T measures the discrepancy of the state of the 

node under consideration to the status of its neighbourhood. The intuition is that, in the long-

run average, a system breaks down if the depending neighbourhood systems are all 

malfunctioning. 

• The term (t))a(n i j,  reflects the speed of convergence towards the long-term equilibrium (if 

there is any).  



• Apart of the drift term, the noise term can exhibit various different forms. The stochastic 

component can be a combination of correlated Brownian motions or of jump processes. A 

simple approach (Kühn and Neu (2002)) is to set 

(t)X1Y(t)(t)Z j,ij,i −+=  

with Y a common risk factor affecting all nodes and graphs and Xj,i a node specific risk factor. 

For example, Y could be an external event such as an earthquake, while the specific risk 

factors Xj,i capture e.g. people error, system failure, and fraud. The similarity to the Merton-

type credit risk models is apparent in such a simple setup, with the only difference lying in the 

drift term accounting for the topological dependence structure. 

 

Given the node dynamics as outlined above, the next step is to define the loss dynamics. This will then 

lead to the risk figures. In ELV we choose the dynamics 

 ij,Lij,Li j,i j,i j,Li j, (t))dZ(n dt  )  (t)  (t)L ( (t))(na (t)dL +−= λ  , 

with the following definitions: 

• The difference (t)  (t)L i j,i j, λ−  measures the actual loss level to the contracted or acceptable 

level λ. This captures the fact that operational risk is a support risk for business and therefore, 

the business representatives define and pay for levels of excellence. If the node represents an 

IT system, the level is typically defined by a Service Level Agreement (SLA). In case of a 

human decision node, the level is more difficult to define and in fact, it might turn out that it 

cannot be done in a meaningful way. At this point, the best is to replace the node dynamics by 

a static random variable, which captures the risk profile of the employee in the process. 

• The term (t))(na i j,L is again the speed measure toward the value λ.  In operational risk, this 

term is of particular importance since the counter-measures and hence the costs of operational 

risk management have to be captured in this term. Such counter-measures are both state-

dependent and, as in ELV, path-dependent. The latter means that the longer a node is not 

functioning or malfunctioning, the more efforts have to be undertaken to remove the loss 

source for business. So far, most endeavours to quantify operational risk neglect that 

operational risk measurement becomes meaningless if counter-measures are not 

simultaneously considered.  

• The random variable ij,LZ models the severity of a given malfunctioning on the nodes. 

Using this model setup, we can finally define quantitative operational risk and the concept of the 

operational risk acceptance set. 

 

'HILQLWLRQ�
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From the above definition follows that many different meaningful refinements of operational risk 

management can be made. For example, the acceptance level could be defined for the single nodes and 

not for the whole graph (see ELV for details). Further, different risk measures could be defined, again 

for single nodes or for the whole graph. Besides the process risk measures, it is also important to know 

the riskiness of the neighbourhood of the process under consideration. This defines what we call the 

background risk measures. Finally, from a planning point of view, incremental risk measures could be 

considered. They provide an answer to questions as “how does a change in the network architecture 

affect the risk figures of the actual network?” 

 

After having selected a model for the specific nodes and for the loss dynamics, the next task is then the 

calibration of the model. Before turning to this issue, we comment on the profitability issue. Once we 

have defined the stochastic processes for the nodes and the losses we indeed have fixed risks DQG costs 

of the business activity. The risks are clear and the costs follow from the calibration of the loss 

dynamics to the self-assessment of the costs variables. Therefore, we end up with the costs and risks of 

those processes being selected in the past to be important because of their value added to business. 

 

We end this part with an example. Thereby, we consider two nodes in the node dynamics and to 

simplify the notation we omit the process indices. We assume the model specification to be 

 

 

 

 

 

with Z1, Z2, Z3  one-dimensional Brownian motions which may be dependent or independent. 

Although the model is over-simplistic for practical application its analytical tractability allows us to 

discuss some relevant features. From Figure 4 follows that the three states or nodes define an 

information or control part of a process.  
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The system of stochastic equations can be solved using Itô’s Lemma, the stochastic integration by 

parts formula and the Jordan Decomposition of linear algebra to partially decouple the system. For the 

system under consideration the singular value decomposition of the interaction matrix between the 

nodes, i.e. the drift matrix of the system, leads to a Jordan-type matrix with the eigenvalues on the 

diagonal and one’s directly above the diagonal. The eigenvalues can be both, real or complex 

numbers. This implies that the expected values and the variances of the nodes are exponential 

functions or, in case of complex eigenvalues, oscillatory functions. Which one of the two cases holds, 

depends on the relative magnitude of the coupling and infection parameters ω and on the speed 

parameter a. Therefore, a coupling and infection parameter of node 3 acting on node 2 can possibly 

lead to an unstable or oscillatory node performance of node 1. The strength of ω is calibrated to data 

and therefore it reflects the quality of operational risk management. Hence, an unsatisfactory 

management of operational risk in one system can trigger through the topological dependence a 

malfunctioning of other systems. The importance of the network topology is also emphasised by 

changing the topology in the example as follows: If we remove the control ω3,2 flow and maintain the 

rest of the network unchanged, the eigenvalues are always real and no oscillatory behaviour at all is 

possible. 

 

Calibration and Data Issues 

The calibration of the different models mentioned above depends in their specifications and therefore 

ranges from straightforward to very complicated. We discuss the calibration in the discrete time 

approach of Kühn and Neu (2002), which can be done explicitly. Since they assume Gaussian risk 

factors, it is possible to obtain the conditional probability for a failure of a node i at time t + ∆t, given a 

configuration5 at time t and a realization of the common risk factor Y. The result of the integration can 

be expressed by the cumulative normal distribution and the unknown parameters ω and Y. In a next 

step, a specific configuration is chosen. Then, simple formulas for the unknown parameter ω are 

derived within the model. In a final step, the model consistency condition for ω can unambiguously be 

related to self-assessment data. These data consist of answers to the two following questions 

concerning the frequency of events: 

                                                 
5 Since the authors assume that a node can be in only two states, i.e. either running and down, a configuration is 

then an element of }{ K10, if the states are denoted with 0 and 1, respectively and if there are K nodes affecting the 

node i (where i is self-affecting by definition). 

ω1,2 ω2,3

ω2,1 ω3,2

n1 n2 n3

)LJXUH���,OOXVWUDWLRQ�RI�WKH�H[DPSOH�ZLWK���QRGHV��VWDWHV���7KH�GRWWHG

OLQHV�LQGLFDWH�OLQNV�WR�RWKHU�QRGHV�RI�D�JUDSK�



• What is the expected period, until node i fails for the first time in a fully operative 

environment, and 

• Given that only node j has failed, what is the expected period for node i to fail also? 

 
An important issue in operational risk is the availability of data. We suggest the use both self-

assessment and historical data. The former one are based on H[SHUW� NQRZOHGJH. More precisely, the 

respective process owner values the risk of the process. To achieve this goal, standardized forms are 

used where all questions are properly defined. The experts have to assess the following two random 

events among other non-random events such as questions about costs: 

 

1. The frequency of the random time of loss and in the severity self-assessment.  

2. The experts have to estimate maximum and minimum possible losses in their respective 

processes.  

 

By using expert data, we usually possess data to fully specify the risk information. The disadvantage 

of such data, however, is not only their confidentiality but also their reliability and possible biases. As 

Rabin (1998) lucidly demonstrates in his review article, people typically fail to apply the mathematical 

laws of probability correctly but instead create own ’’laws’’ such as the so-called ’’law of small 

numbers’’.  

 

The behavioural literature provides dozens of example about humans failing in applying the laws of 

probability correctly. One example is the research on the UHSUHVHQWDWLYHQHVV�KHXULVWLc (see Kahnemann 

and Tversky (1974).  Thereby, it is demonstrated that people tend to RYHU�XVH�“representativeness” in 

assessing probabilities. The Bayes’ Law tells us that our assessment of likelihood should combine 

representativeness with base rates. People, however, under-use base-rate information in forming their 

judgments. As an example, a test person (“the estimator”) is asked to assess a conditional probability 

that another individual is either a lawyer or an engineer given an a priori distribution in the sample. If 

an individual looks more like a lawyer from the estimator’s point of view, the conditional probability 

estimate will be biased towards her belief independent of the a-priori distribution. Such behavioural 

observations are usually tested in laboratory experiments.  

 

The insights of the behavioural literature shows that an expert based database needs to be designed in 

a way that the most important and prominent biases are circumvented and a sensitivity analysis has do 

be done finally to test for robustness. Another implication is to replace direct probabilistic judgments 

by related real life situations. For collecting the date the following three principle were therefore 

formulated and discussed in Ebnöther et al. (2003)): 

1. 3ULQFLSOH�,� Avoid direct probabilistic judgments. 

2. 3ULQFLSOH�,,� Choose an optimal interplay between experts know how and modelling.  



3. 3ULQFLSOH�,,,��Implement the right incentives.  

After the generation of self-assessment data, we can use historical data for different purposes. First, 

they are very important for plausibility analysis of the self-assessment data. Second, historical data are 

needed for calibration whenever self-assessment data cannot be generated.  

�

$�&DVH�6WXG\�IRU�DQ�,7�QHWZRUN�

We apply the model framework to a pure IT-network. We assume that there are 3 business activities 

(graphs) which produce 3 goods or services with values Vi, i=1,2,3. To produce these outputs, 6 inputs 

are assumed to be necessary. The different inputs are connected to the different outputs in several so-

called walks (see Figure 5). 

�

�

We do not define the notations of walks formally, but content us with the graphical illustration in 

Figure 5. It follows that the graphs G1 and G2 consist of 3 walks and the graph G3 consists of 4 walks. 

We further assume that there are two risk factors. The first factors affect all nodes or systems in the 

same way. Hence, it can be considered as an external event. The second risk factor is system-specific 

and these risk factors are independent for different nodes. 

�

The model dynamics for the nodes and loss distribution is discretized for the simulation, where one 

unit time step ∆t is equal to one day. The difference equations for the nodes are specified as follows:  
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A system can be either in a running or a down state. Which state is realized depends on the support a 

system gets at each point in time. The support function at each time is a sum of three terms: The 

average support, the support due to the counter-measure weighted topological dependence and the 

support reduction due to the risk factors.  The dynamics state dynamics for all systems is then defined 

as:  A state at time t + ∆t is down if the support of system is below a threshold and is running if the 

support is above the threshold. Therefore, the state dynamics of the nodes is given by an indicator 

function acting on the support function. The counter-measure function is a path dependent function, 

which increases in value the more periods a system was down in the past. The efficiency of the 

counter-measures is measured by a constant value. Therefore, counter-measures serve as an index for 

the costs needed in maintaining a network performing.6  

 

We use 10 000 simulation runs and a time horizon of 30 days. This time horizon can be appropriate for 

some value chains whereas for other ones, such as a network supporting the trading floor, a much 

more shorter time horizon should be chosen. For more details about the model, see ELV. 

 

What does the simulation of the model produce? First, it gives us a loss distribution over the following 

three graphical objects: the network, the different walks and the individual nodes. Second, for each of 

the objects, the value of the counter-measures can be calculated. Since counter-measures are costs, we 

are able to link potential losses (risks) with the associated costs caused by the counter-measures 

provided for a node in down state. Together with the three values generated by the network, we have 

all ingredients for managing operations in an integrated way. 

 

Comparing different specifications of operations management shows the value of such an integrated 

analysis for decision-making. We consider the following cases: 

 

6SHFLILFDWLRQ���

A bank taking into account all key variables defines sophisticated operational risk management: The 

dependencies within the network and the counter-measures together with their efficiency are fully 

modeled. 

 

6SHFLILFDWLRQ���

In this specification, the management is able to incorporate all dependencies in the network, but there 

are no counter-measures apart from the average support for the systems. Therefore, independent of the 

status of the network, the costs of intervention are kept constant.  

 

                                                 
6 If counter-measures are neglected and processes reduced to point objects the example reduces to the 
model of Kühn and Neu (2002). 



6SHFLILFDWLRQ���

This specification defines the naïve view of operational risk management:  The operational risk 

manager neglects any dependency within the network and is basing the loss simulation according to 

this view. Since the counter-measures act on the dependence terms, they are irrelevant.  

 

We first compare the loss distributions for the specifications 1 to 3, where additionally, 1* is a 

management operating under the same conditions as the sophisticated management but with less 

effective counter-measures. The upper panel in Figure 6 plots the distributions of losses under the 

different specifications. The curves are generated using kernel density estimation with Epanechnikov 

kernel function. Note that once the distribution is obtained, the calculation of risk figures, such as 

Value-at-Risk or Expected Shortfall, is a straightforward task. Comparing operational risk 

management under Specification 1 and Specification 2, we observe that when there are no state- or 

path-dependent counter-measures there will be much higher potential losses. These losses are even 

larger than given the less effective counter-measures given in Specification 1*.  As expected the naïve 

management largely underestimates risk compared to the sophisticated management. This highlights a 

most striking feature of operational risk: Considering dependencies in a network increases risk 

contrary to the case of financial assets, where a portfolio view on the dependence structure should lead 

to a lower risk. In other words, for operational risk DQWL�GLYHUVLILFDWLRQ holds.  

 

In the lower panel of Figure 6 we plot the duration of operational risk for the four specifications. By 

our definition, the duration in each run is the sum over all nodes in the network of the maximum 



connected time length where the nodes are in the down state.  Intuitively, if duration increases, the 

recovery time for broken down systems also increases. From such a duration point of view, the naïve 

management is closer to the sophisticated one’s duration distribution compared to Specification 2 (no 

counter-measures).  In the loss distribution panel, the conclusion is different: Specification 2 is closer 

to Specification 1 than Specification 3 is. Figure 7 shows these different findings using scatter plots.  

 

�

 

In panel (A), neglecting of counter-measures leads both to higher potential loss assumptions and 

higher recovery assumptions. Therefore, a management operating on a basis of Specification 2 has to 

consider in its planning larger operational risk losses and more time to recover the systems in a down 

state. This final point will affect the Service Level Agreement: The operations department will charge 

a SLA-price to the buyer of the IT support activities, which are lower than the same department could 

charge using Specification 1. 

 

In Figure 8 we consider the analysis on the individual node level. We choose the sophisticated 

Specification 1 as benchmark. 

 



��

In the upper panel, the loss differences show how the global underestimation of risk by the naïve 

management distributes on the different nodes. The underestimation becomes particularly severe for 

system 11. This system has the highest degree, i.e. the largest number of links either incoming or 

outgoing. From a management point of view, this system is critical since a malfunctioning of this 

system leads to a breakdown in all values produced.   

In the lower panel the duration has a maximum deviation from the benchmark not for system 11 but 

for number 15. Therefore, the duration or recovery of performance becomes a most severe 

management task not for the system with the highest degree, but for the system with the highest  

degree following the system with the highest global degree.  

In summary, the discussion, which focused on the loss distribution and the duration, showed that some 

results of the simulation may well be in line with what one expects but others are not. This shows the 

inherent non-linear nature of operational risk defined properly on a network, where besides the 

traditional stochastic dependence structure also a topological dependence holds. 

 

As already noted, risk figures like Value-at-Risk and Expected Shortfall can be easily derived, as all 

ingredients are available. What is in our opinion more important than the mere figures is the question 

ZKLFK risk measure should one use. As Expected Shortfall and Value-at-Risk collide for only a very 

restricted class of distribution functions, and the loss distribution for an IT network does certainly not 



belong to such a class due to the involved non-linearity and the anti-diversification, one certainly 

should base decisions such as capital allocation on a coherent risk measure.7 

  

To conclude, the three specifications lead to the following insights about profitability. Relative to the 

sophisticated management, the manager, which considers the dependence structure seriously, but not 

the way counter-measures affect risk, ends up with a too pessimistic operational risk profile and to 

high planning costs to maintain the network’s performance. Therefore, too much risk capital for 

operational risk is kept and profitability of the value chain is lower than it could be. The naïve 

management, which contrary to the sophisticated one neglects the dependence structure, will disclose 

an unrealistic high profitability. Furthermore, the risk capital will not cover the worst-case losses at the 

risk acceptance level chosen by the naïve management. 

�
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